FERPA Compliance Guidelines

FERPA restricts the sharing of student educationalrecords (i.e. recordsinany mediumthat relate to an
identifiable student) without permission, except as allowed under certain exemptions. In our new virtual

instruct

ion environment, faculty have expressed concern around remaining FERPA compliant. Thisshort

documentisan attemptto answersome of the common questions around specifictools that we will use
thissemester.

Course Content:

Canvas:

Zoom:

Course content that does not involve any identifiable studentinformation does notimplicate
FERPA. Asynchronous lectures depicting only the faculty member, whether generated by Zoom,
Panopto, YouTube, Instagram or Facebook, would all be compliantand can be distributed
through any channel (e.g. Canvas, Vimeo, Piazza), assumingthere are noindependent reasons
for restricting access such as copyright concerns addressed in other materials.

If students are included in the recordings, eitherthrough questions orinteractions, thenthe
platform use foryour classroom sessions must be FERPA-compliant. (See below forinformation
on which platforms are FERPA compliant.) The primary restriction is thatthe material can only
be distributed withinthe course, and you must take reasonable precautions to preventany
broaderrelease. Further, personal information such as grades should be restricted toindividual
students, only.

The presumptionisthat you will not have students “appearing” inyourlectures, butratheronly
as ancillary participants through questions or active teaching. Itis not “illegal” to capture
student presentations orcommentsin aclass and to share recordings with members of that
same class. However, such sessions should not be posted publicly on platforms such as
YouTube, Instagram, or similarsocial mediasites, as setforth below.

Almost all activities within Canvas can be expected to be FERPA compliant, with some
restrictions as noted below.

Zoom sessions that are initiated within Canvas, and where recordings are made to the cloud,
will be FERPA compliant. The processed recordings are posted only tothe Zoom cloud available
through Canvas.

Recording of Zoom sessionsinitiated through cornell.zoom.us are not FERPA compliant as the
final recordings are not strictly restricted to the class members. However, if you record to your
computerand upload only to your Canvas site, the process can be FERPA compliant.

Panopto:

As primarily amethod forrecording lectures, itis unlikely that Panopto will involve FERPA
issues.
Panoptoshould notbe used forlive-streaming lectures with studentinvolvement.



Kaltura:

e Kalturacan be usedin numerous ways to produce recordings, involving or notinvolving
students. If studentsare involved, the same principles asZoom recordings would apply, i.e.
recordings should be accessible only by members of the class.

YouTube:
e |snotFERPA compliantifthereisanystudentinvolvementinthe session and thereforeis not
allowed forrecordings thatinclude students.

Qualtrics:
e Cornell prohibits use of Qualtrics surveysfor collecting and storying student education records.
Please use the alternative on-line assessment features availablein Canvas.

Copyright compliance

e Inorderto stay withinthe bounds of “fairuse”, access to lecturesincorporating unlicensed
third-party content such as photographicimages and sound recordings should be limited to
members of the class and not posted on publicplatforms.



